Abstract
Introduction

Motivation
Despite the numerous merit of modern technology, which now makes it possible for many transactions occur with the click of a button it has also made forgery of printed documents much easier. A wide variety of legal documents that includes national identity cards, social security cards, birth certificates, driving licenses, passports, insurance documents, educational documents, wills, power of attorney, and land titles are still needed in printed format for daily life [1] . The cheap and easy availability of sophisticated scanning and printing technologies is one of the core escalators of document forgery; it is relatively easy to produce very high-quality imitations of documents at a very low cost, which demonstrates why the authenticity of documents is at great risk. [2] [3] .Along with cheap technological hardware, easy-to-use digital imaging software also helps the average person to counterfeit any legal document at the convenience of their homes, using a personal computer [4] .
Currently, two of the most common methods used to prevent forgery rely on intrinsic and extrinsic signatures. Intrinsic signatures are responsible for securing a document with device-specific information, such as a printer model number or a device serial number. This method does not involve any security measures regarding the document content itself. The success of this approach is based on the assumption that the forged document will always be processed on a device other than the originating device. Thus, a different device number or timestamp that is quite obviously different from the original is generated. The extrinsic signature approach is responsible for adding security features based on the importance of a document. Security features might include watermarks, special printing inks, security threads or holograms. Each of these security features is associated with a different mechanism for detecting forgery. Currency notes are the most common examples of secure items that use watermarks. Various legal documents are also typically equipped with additional security features as well, for example, special inks that change colors of documents when they react with other chemicals are used to print important documents [5] . Another approach is to use special types of fabric in the paper manufacturing process that, when tested, proves the authenticity of a document. Overall, security features are a crucial way to verify the authenticity of a document. However the aforementioned solutions are not cheap, usually the implementation of such security features maybe more expensive than the actual cost of the document that is being protected.
Related Work
Document verification is a highly valued research area, and several approaches have been studied to improve the authentication process and to enhance forged documentation detection methods. An intrinsic security approach proposed by Amidror et al. [6] integrates print-based authentication and a security strategy for the protection of valuable documents. This technique is based on more intensity profiles and mathematical transformations of the microstructure of a document to generate an attractive, dynamic visual effect. Another study by Mikkilineni et al. [7] was based on securing printed documents by extracting the banding signals from documents and then measuring the corresponding signals. These banding signals are used as an extrinsic feature. This approach makes use of intrinsic information, such as printer serial numbers and dates of printing. This technique requires a modification to the printing device used to reduce the ease of being hacked. Holograms and micro text are new approaches to extrinsic security that have been introduced by multiple researchers, including Wang et al. [8] [9] . This approach is concerned with protecting a particular part of a document and is not focused on document's content. Garg et al. [10] proposed a method for protecting pictures in documents by generating photo signatures based on the cosine transform generated from the documents to validate their authenticity.
A framework for automatic authenticity verification was introduced by Garain et al. [11] . This approach focuses only on protecting a particular area of a document without considering other document contents. Ibrahim et al. [12] proposed a digital watermarking technology for protecting the copyrights of printed documents such as certificate and identification cards. This approach detects noise introduced in a document by printing or scanning processes. Noise makes the detection of an embedded watermark more difficult, thus making a forged document easier to detect. The use of digital signatures and QR codes was introduced by Warasart et al. [3] . One of the advantages of this approach is that it does not require any databank information for the verification of a document. On the other hand, their method does not offer multi-lingual support, and the accuracy does not approach 100%. This approach is also semi-automated due to printing or scanning distortion. Eldefrawy et al. [13] discussed the challenges of secure document transfer. The authors proposed an algorithm that is only responsible for protecting the issuing number and the timestamp of a document. This algorithm lacks the protection of the content of a document. Furthermore, this approach uses hash values in the verification process, which typically vary. The approach introduced by Gebhardt et al. [14] only detects the differences between document features produced using different printing technologies. Mikkilineni et al. [15] studied a way to trace documents generated on low-cost consumer printers, such as inkjet and electro photographic (laser) printers, through the use of intrinsic and extrinsic features. This approach uses a technique for comparing the printing characteristics of different printing devices. However, this approach fails to identify the authenticity of a document if a similar printer make or model is used to forge the document. Embedded feature problem (extrinsic features) to verify the authenticity of any paper-based documents, in addition to a specialist, sophisticated equipment such as ultraviolet light, a magnifying glass, or infrared detectors are also needed. This approach requires skilled scrutiny, and the results of this approach are based on the skills of the specialist inspecting the document. This technique does not guarantee 100% detection of forged documents because the advanced software and the machines used today can easily simulate very exact features of original documents that make it very difficult to detect forgeries. The most interesting aspect of this approach is that the security features introduced into a document to verify its authenticity are not themselves secure. To reproduce these security features is fairly easy in the modern world; reproduction is also not too expensive. In short, a mechanism that embeds different features within these existing security features that are unique and cannot be easily reproduced is needed. Device feature problems (intrinsic features) in different parts of the world, many organizations are dedicated to forensic science and are heavily equipped with the latest technology facilities for detecting forged documents. However, advancements in technology and detection techniques require the facilities to be up to date with the modern approaches for detecting different security features built into documents themselves. Most verification procedures are tedious and time-consuming because they often involve many legal entities, based on pertinent local laws, which vary between countries [3] . Previous studies have focused on the loosely coupled relationship between a document's content and the document itself. It is quite possible to forge documents in this context because the core focus either lies on a document or a particular content area instead of the tightly coupled relationship between a document and its content. A modification of even a single character could have catastrophic effects on the authenticity of a document, which is quite possible to achieve. To tackle the above mentioned issues, an automated approach that can provide users the ability to process large amounts of documents conveniently and within a short period is needed. This paper proposes a solution to the above-described issues by proposing an automatic approach for detecting counterfeit or forged documents during processing. This approach also guarantees not only the authenticity of the document but also the protection of the security features incorporated into it. The technique considers the intimate relationship between a document's content and the document itself, which includes various security features. This approach has been applied to academic certificates to demonstrate its reliability.
The proposed process can be divided into two basic steps: (1) Computationally extract the visual attributes and the integration of intrinsic and extrinsic features from a document image. (2) Process the extracted information using an automated algorithm that identifies and localizes the tempered areas and the difference levels between the original and the forged document. This approach relies on the visual attributes of an image that are represented by common attributes called features. These features include the shape, the color histogram and the texture of a document image.
Materials and Methods
This section discusses the key aspects of the security features used in this study.
Security Features
Specific security features are normally embedded when preparing any important official document. These features should not be modifiable even if modern technologies are used. The nature of the security features varies according to the importance of the document; specifically, the importance of a document determines the number of security features required in the design for the document's protection.
Color Ink Features:
Color features refer to the distribution of colors within an entire document [16] . These features play a key role in human perception; therefore, special colors can be used to secure documents. Due to these characteristics, color features are considered visual features that can be used in document design for the purposes of protection and verification. According to the literature, color histogram, color moment, and color coherence are several methods that utilize color to verify the authenticity of a document image. However, the most effective method is the color histogram [17] .
Paper Security Features:
Key security features of a document are often printed on the document itself. Examples include pulp of a particular color, a distinctive fiber length, invisible fibers, the smoothness and roughness of a document's surface, individual opacity, and the ability of a document to maintain its strength during folding. Each document reacts differently to different chemicals and solvents.
Texture features:
Texture features refer to the low-level designs and textures within a document, such as graininess or smoothness. These features also refer to the grainy details of surface design patterns on documents, making them important for validating a scanned document. Different texture features can be obtained from an image by utilizing a co-occurrence matrix. Texture parameters include but are not limited to entropy, contrast, energy and homogeneity. These parameters can be utilized to enhance scanned document authentication. Gabor filters are efficient and effective in texture analysis based on wavelet transforms filter methods [18] .
Shape Features:
Shape features are a major area of interest within the field of forgery recognition and detection; these features provide powerful clues to object identity. Shape features refer to the shapes that appear in a document, as determined by utilizing region-based methods. Additionally, this approach is capable of extracting object boundary and region features. This method is generally founded upon moment-based theory, which involves the use of Hu, Legendre and Zernike moments. These moments afford valuable information for characterizing an object in a document image designed for shape feature extraction [18] .
Feature Extraction
As mentioned in section 2, the visually recognizable protection features in documents are represented by four essential attributes:
i. Color features ii. Background artwork (texture features) iii. Shape features iv. Paper quality This study only focuses on the first three attributes. First, five different traits are considered for color-associated security. Second, two further features are calculated from the texture pattern; finally, one trait for shape-related security features is used. The reason for choosing these nine features is to distinguish a genuine document from a counterfeit document, as discussed below in section 3. The computation of these features, when embedded in a QR code, is completed and protected by storing the encrypted feature values when a document is being prepared. These values can be used for document protection purposes.
Color Features
Average Document Image Hue ( F h ):
A comparison between hue values in two document images provides an important clue to determining whether color qualities are identical. In fact, dominant wavelength is identical to the perceptual attribute, i.e., the hue. Thus, the proposed system considers a RGB image (of documents, e.g., academic certificates) as input. The hue for a single pixel (p), [11, 19] .
Where  is the angle measured with below formula:
For each pixel, h p is obtained and then an average image hue is computed for the entire image. Let 
Gray Level Variation ( f gv ):
Gray level variation can be considered a feature used to calculate the standard deviation of a gray level distribution of pixel values in a document image. This variation is denoted f gv . For more details on how to compute these values, see [11, 20] . (3) Where g p the gray value of pixel is p , g is mean gray value of the document image and N total number of pixels. Note that convert the color document image into its corresponding a gray image according to the following formula: (i.e. Gray = 0.3 Red + 0.59 Green + 0.11 Blue).
Binary Correlation (
The calculation of binary correlation supposes previous knowledge regarding originality. A given document is examined ( f ,f ,f kr kg kb ) and matched with the original document [11] . To compute the correlation between two binary document images, the Otsus thresholding method is used [21] to convert gray images into binary images. The correlation coefficient calculates the similarity between the scanned documents and the genuine documents, which are known as the reference documents
The reference image is already in the QR code, and the other image is produced by scanning the document to verify the similarity between the QR code (reference) and the scanned document (target). The correlation coefficient, r between ( d R ) and the ( d T ) is measured as follows: 1 10 01 00 11 ( , Whereas gray level variation is used to detect whether variations are caused by rare deviations, the kurtosis is measured separately for the R, G, and B channels. Suppose that f kb represents the convexity of the blue channel; the value is computed as described in [11, 22] .
For instance, let MN  represent the kurtosis of blue channel and it is measured as (5) Where b p is the blue pixel value p and b and b  are the mean and standard deviation of the blue pixel value, respectively. Similarly, f kg and f kr are subsequently calculated to represent the kurtoses of the green and red channels.
Histogram for Visual Color Features:
A histogram provides a compact summary of the distribution of data in an image [23] . The histogram method is used for visual feature representation. The image is represented by its histogram. The histogram method is used for visual feature representation. The color histogram helps to find the images which contain similar color distribution. It is achieved by comparing histograms signatures of two document images and matching the color content of the first document image with the other and measuring the similarities through computing distance between two histograms. If the attempt to falsify the content of the document will show that there is a difference in data values between the two document images. To design a descriptor of an image, a histogram of the image is generated as follow. otherwise. Similarities between different histograms h p and h p can be calculated using different methods such as Euclidean distance and histogram intersection as a similarity measure [18] . It is known that the Euclidean distance is one of the most effective methods for similarity measure. As a result, Euclidean distance was used in the proposed approach. The main drawback of histograms is the dependence on the color of the object being studied, which ignores the object's shape and texture.
Background Artwork
This section reviews two features that are used to examine alterations that may occur in background artwork as a result of forgery. This artwork mainly involves texture design. Furthermore, if fraud is carefully executed, it will be difficult to determine whether alterations have been made by examining a document using only the naked eye [24] .
Texture Features (Gabor):
Texture features represent the second major factor used in the proposed method and are important for document authentication purposes. 4 2
International Journal of Security and Its Applications Vol. 9, No.8 (2015) These features are extracted by utilizing the Gabor wavelet algorithm; see [25] . Generally, the Gabor filter captures energy, which represents information pertaining to an image at a particular scale and orientation [26] . The Gabor filter in the spatial domain is given by ( , ) ( , ) ( , ) r x y I x y g x y  (8) Where * denotes the two dimensional convolution. The process can be performed at various orientations and scale. After applying Gabor filters on the image by orientation and scale, we are able to obtain an array of magnitudes [27] .
The magnitudes symbolize the energy content at different scales and orientations of the image. The main purpose of texture feature is to find images or regions with a similar texture. Therefore, the mean 
Where M represents the scale and N represents the orientation. It is known that the Hu moment invariant algorithm is one of the most effective methods for extracting shape features. As a result, the moment invariant algorithm used in the proposed approach was carefully chosen. The moment invariant algorithm is invariant to location, orientation and size. This algorithm provides descriptions of shape features that are independent of location, size and orientation. This algorithm provides descriptions of shape features that are independent of location, orientation and size [18] . In order to calculate seven invariant moments .The 2D moment of order (p + q) of a digital image f (x; y) is defined as 
The central moment can be normalized as: 
This set of normalized central moment is invariant features on changes in a document image translation, scaling and rotation [30] [31] .
System Design and Architecture
The QR barcode is used as a symbol in a system because it exhibits many sophisticated features, such as readability along any direction and high efficiency in storing valuable page content in a document. Automatic recognition, encoding, and decoding are the technologies used in 2D barcode applications and in barcode printing. The automatic recognition of barcodes is the most important among these technologies. Data integrity is an important component of detecting or preventing the forgery of any document, and hashing can be used to verify whether data tampering has occurred. In the hashing process, there are several sources for errors like unintentional modifications that might occur during the document's life cycle [32] . The main sources of error are printing and scanning operations. It was determined that the best method to adopt for this investigation was to match the hash values based on the similarity of their contents rather than exactly matching the data bits. This approach was helpful in detecting any change in content while tolerating the noise and distortion caused by printing, scanning and copying. To achieve this, we used a variant of perceptual hash function (PHF) similar to [33] .The generation of the barcode and the encoding thereof into the document is illustrated in Figure 1 . Table 1 illustrates the protocol for barcode formation.
Figure 1. Barcode Generation Process
International Journal of Security and Its Applications Vol.9, No. 8 (2015) Integrating visual attributes, a timestamp, and a tracking number on each page may enhance security feature protection. The visual attributes of a scanned document image include the color histogram, the shape and the texture of the image. The time at which a secure document was created (timestamp) is embedded as the unique time value. Therefore, it helps to reduce any repetition of the document. The tracking number is used as a serial number of the unique information about the machine that produced the Table 1 Integrating visual attributes, a timestamp, and a tracking number on each page may enhance security feature protection. The visual attributes of a scanned document image include the color histogram, the shape and the texture of the image. The time at which a secure document was created (timestamp) is embedded as the unique time value. Therefore, it helps to reduce any repetition of the document. The tracking number is used as a serial number of the unique information about the machine that produced the document and thus deters any person from altering the original document. These attributes (intrinsic and extrinsic) are combined and hashed to produce the hash value of the document. The hash value h, which depends on the feature data for all of these visual attributes, is encrypted using the private key of the owner to produce a signature. Without encrypting the hash value, the timestamp and tracking number, anyone can change the date of the document to indicate that the document was signed on a different date. Therefore, the timestamp and tracking number are significant in restricting document date alteration . Table 1 illustrates the protocol for barcode formation. This framework provides a significant and crucial feature that may be used to help in lawsuits and insurance claims. This case reveals the need for further investigation in identifying by whom, when and where a document was created.
The QR code barcode acts as a carrier of encrypted security feature values and as a miniature version of a document. Thus, the proposed method does not need any of the following for further security: a built-in security chip for secure data storage, superior paper for printing, plating, a hologram or sophisticated printing device for integrity protection. Normal laser printers can print documents that contain this barcode. Figure 2 illustrates the printed document decoding and verification processes. To verify the integrity of the document, it is scanned and the security features are extracted from the scanned document. The timestamp, the tracking number and the visual attributes of the scanned document image are extracted. Thereafter, the data are hashed and matched with the hash value stored in the 2D barcode to verify the originality of the document. If there are any differences between the values and the differences in the values are somewhat greater than the threshold values, then the document can be suspected to be a forged copy. This conclusion can be efficiently arrived at using a fuzzy logic controller. As mentioned previously, this system certainly offers an inexpensive and fast method for the verification of documents such as forensic reports, court orders, memos or circulation and confidential documents.
Figure 2. Barcode Decoding and Verification Process
Each functional unit is responsible for the development of specific actions and is separated from the rest of the system. If it is necessity to upgrade, this type of system architecture allows for an easy upgrade process because the system can simply connect the modules and begin. Any new technology or improvements to the current method may be implemented without much trouble.
There are five major functional components: 1) the document image hash function, 2) digital signature generation and verification, 3) QR code encoding and decoding, 4) document compression and 5) extraction of visual attributes and security features. Furthermore, the size of the generated 2D barcode is dependent on the amount of the data in the document. Therefore, to have an efficient barcode size, the signature text data and a smaller version of the document are compressed before the barcode is generated.
System Analysis and Testing
Full automation and integration testing are performed to demonstrate the effectiveness of the proposed system and to illustrate that the service could be used for forensic science without the need for any additional equipment or human intervention to identify any printed document forgery. The system should be dependable overall and in each integrity test.
To demonstrate the potential of this approach and its suitability as a document authentication system, five main tests were conducted in this study. These modification detection tests used multilingual text content as well as image content, including a photograph, an image logo, a signature or seal, a texture or background content, the shape of the document, and the colors of the content in a document. To simulate the falsification process, the information of the authentic document was modified. This modification can be performed by a number of methods, such as adding or deleting different symbols in the text content, altering the security features, producing the document by using another device, cropping the hand signature or seal, or, finally, by changing the logo, photo, timestamp or tracking number. As shown in Table 2 , demonstrates the ability of the system to track changes in a document, even if the change is in the smallest unit of the document content, such as a change in the smallest number in the document content .
Data stored in a barcode that is appended at the end of an original document is divided into two sections. The first section contains the encrypted hash values and the encrypted visual feature values that are extracted from the document during construction. The second section contains a smaller version of the original document. The main challenge facing the system is the ability to ensure the integrity of the document and to conduct results analysis automatically without human intervention. The proposed system verifies the integrity of a document in two phases. The first phase decrypts the original hash value using the digital signature and the public key. Furthermore, a new hash value is generated by checking document, and the value is compared with that of the original document using a similarity measure. If the two values are very similar, the expected results will be obtained from the document. In the case of a mismatch, the proposed method shifts to the second phase. The analysis automatically provides detailed results pertaining to amendments that give rise to a mismatch between the two values based on the visual attribute similarity measure and the alignment information regarding the genuine document.
Table 3. All Cases of Modification
This paper addresses the following questions: What is modified in the content of a document, and how does an investigator specify the special location of the modified document? It was observed that the answers to these questions can be obtained by comparing the thumbnail of a document stored in a barcode with a thumbnail image of the scanned document. Table 3 demonstrates the ability of the system to track changes in a document, all cases of modification of the document content. There is a significant difference between the reference document and forged document. Testing demonstrated that the proposed model is suitable for detecting all cases of modification. In the system, results suggesting fraudulent behavior are expected. The system allows legal and judicial authorities to identify what data have been modified as well as the spatial location in a document of that data, with consideration of all types of data contained in the document. 
Visual Attributes Similarity Measure
The present work compares the visual attribute vectors between genuine and forged documents that reflect the similarity of the documents. To measure the similarity, three types of visual features are used, namely color, texture and shape. These features can be used to determine the overall document similarity, which can be achieved by calculating the Euclidean distances of each feature. These distances are defined as the shape distance D S , the color distance D c and the texture distance D T . The distances are extracted from a document by using moment invariants, a histogram of the scanned document image (red, green, blue and intensity) and the Gabor wavelet. The distance between the corresponding elements of the two feature vectors is defined as follows: (17) K X and t Y are the genuine and forged document, respectively; i is a feature range. A small distance represents a high similarity between the scanned documents. Suppose the vector from the visual feature of the genuine document is G and the visual feature vector from the forged document is F . The shape distance
F and the texture distance
F between the scanned document G and F are three inputs of the fuzzy similarity measure, as shown in Figure  3 .
After obtaining the visual feature vector, fuzzy heuristics are used to measure similarity, taking into account the priority of each attribute in finding the percentage of similarity for each vector S is the value of the visual attribute similarity measure. To process the three Euclidean distances, a set of fuzzy rules is implemented as follows:
Step 1: Determine the number of feature vector inputs. In this case, three entries are used, for instance color, texture and the shape distance between the visual attributes in the genuine and the forged documents.
Step 2: For these three inputs, the membership functions are assigned, i.e., great similarity, medium similarity and weak similarity, as three different types of fuzzy sets.
Step 3 Step 4: Create the fuzzy rules and apply logical operators such as IF and THEN conditional statements.
Step 5: Fuzzify the crisp inputs by the Sugeno-style fuzzy inference method to regulate the most suitable fuzzy sets for each input.
Step 6: Utilize an AND operator to obtain the output as a single value.
Step 7: The output of an aggregation process is one fuzzy set for each output variable, which is obtained by the unification of all of the output rules of the last step.
Step 8: Finally, via defuzzification, the output fuzzy set that is gathered must be transmuted into a single crisp number.
The priority for each attribute is used to determine the degree of similarity when documents are compared, with a small distance reflecting a close match. As a result, the first priority is specified to be shape features because the shape of a document is not easily affected by external factors; the shape remains unchanged when a specified transformation is applied, such as rotation, translation or orientation. However, the second priority is specified to be the color features because these features are only invariant to 
Experimental Results
1. Building Data Set:
As explained in section 1, academic certificates were used as a case study in this study to evaluate the results of the experiments. An academic certificate was designed with the utmost precision, virtually replicating the original design with 100% accuracy. All security protection standards and the same sophisticated devices that were used to protect and obtain the real certificate were used in this study. Concurrently, the equipment utilized to create a forged document was exactly the same as that used to create the authentic document, and basic features were exactly matched. For this study, an expert on forged documents in the forensic sciences was contacted to determine the details of the forgery process. All types of modern counterfeit devices, for instance high-end scanners, high-resolution offset printers, recent image editing application programs and even experts, are involved in producing forged academic certificates. Furthermore, the exact same brand and quality of paper used in printing genuine academic certificates were used in this study. In total, Table 4 shows 3200 sets of document samples were produced by utilizing different printers and scanners to introduce different noise levels as a result of the printing and scanning processes. 
2. Classification Result:
Our method is compared with two other existing methods, namely: trained forensic document examiners and employees of ratification. We select randomly fifty documents for each set for the experiments. Table 5 shows the test results. According to the test results forensic experts shows high accuracy even though it takes relatively high processing time to finish the work as it use optoelectronic devices for the process. On the other hand employees in the ratification use less time for the process but achieve lower accuracy as it depend upon the employee's personal experience. But our proposed system able to achieve 100% accuracy with less time as it does not use any extra equipment as the trained forensic document examiners. 
Evaluation and Results
The performance of the system was tested on individual feature categories and a combination of all the feature categories. This was done partly to justify our priority assumption and partly to select the optimal performance of the system. The results are shown in Table 6 . From Table 6 it can be observed from the table that, among the individual feature types, shape features ranked highest, followed by color features and then texture features, which is consistent with our priority ranking. Besides, the best performance was realized with the combination of all the features categories, thus justifying our prioritization assumption and our deployment of fuzzy heuristics for computation of the final similarity value. Figure 5 
Conclusions
Forging important official documents is a high-risk criminal activity that adversely affects society. The key strengths of this study were to design an efficient, low-cost solution to this problem. Accurately detecting forged documents and ensuring the fullscale deployment of such detection systems could be useful. This study provides an automatic authentication method for verifying the integrity of important, valuable documents that is based on visual features such as color, texture, shape. These features are directly related to the perceptual aspects of the document content, controlled by Euclidean measures and fuzzy heuristics. The main objective of this study was to extract distinct visual features and embed them with some distinct information in the printed document to prevent the document from being forged. By adding timestamps and tracking numbers with combined visual features, a document signature is constructed. The document signature is a distinct vector that ensures the proposed printed document produces results that are substantially related to the document's contents. In the proposed system, a QR barcode is used to store the valuable contents of the document and the corresponding hash value. Academic certification documents were used in experiments and for verification. The proposed approach ensures that the document is authentic, that it comes from a verified source, and that the contents have not been tampered with because it has been digitally signed. The desired forensic results require a more detailed investigation regarding the effects of fraud in generating documents.
